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Abstract broken, or has even been tampered with. Viruses,
worms and trojans easily spread on these networks.
Existing peer-to-peer networks suffer from threg/hat is even worse, is that there is no way to re-
main problems: no structure, bad quality of datghove these broken files. As long as a filename is
bad performance. This article describes a systefifractive to users, the file will be downloaded - and
that solves these problems by introducing a laygé shared. Because of all this, the BitTorrent net-
on top of existing P2P networks: A link databasgork doesn't even have a way to search files in the
in the form of a distributed tree of index files isetwork; it relies on external databases.
used, each index file being maintained by a differ- The former two pr0b|ems lead to a third prob-
ent person. These index files are time stamped aagh: bad performance. A lot of data is shared in

signed, and stored in the P2P network. the form of archives, so that files that belong to-
gether can be easily downloaded. For the data to
1  Motivation be useful, users are forced to unarchive them. The

original archive is often deleted afterwards, which

Existing peer-to-peer (P2P) networks like th@as the effectthatitwon’tbe shared any more. The

suffer from these three main problems: not improve the availability of the archive. Since
there is no way to find out the correct version of a
1. no structure file, broken versions and fakes spread equally well.

So the availability of correct files is a lot lower than
it could be, if everyone had and shared the correct
3. bad performance files. Bad availability of data leads to a bad perfor-

mance.
There is no structure in the network. The

database consists of a flat list of files. There az .
no directories to mark files that belong together, Introduction

the only way of structuring is to use archives that , . -
Ty way uring %I these problems can be fixed, without requiring
contain the separate files. No structure also means

g new network infrastructure. It can be fixed on top
that the user has no way to browse the network, P .
‘of existing P2P networks. The proposed system

see what is "hot” or what is related. All there is, iS ) ;
. . . needs an underlying peer-to-peer network with the
filename search functionality. tallowing functionality-

There is no system of trust. The user cannot tel 9 y:

whether a file comes from a trusted source or ise There is a search function that takes parts of

2. bad quality of data



the filename as a parameter and returns a lidtthe linked node agrees with being linked from a
of full flenames and their unique IDs in thecertain node, to prevent a takeover of the tree.
network. This leads to a "tree of trust”: Less depth leads

_ to higher trust - and the quality of data close to the
e Files are downloaded by their unique IDrgot is usually higher.

Unique IDs depend on the file contents, not
the filename.
3 Index files

In the eDonkey/eMule network, the unique IDs
would be the "ed2k” link that consists of the fildndex files in the P2P network are located using
size and an MD4 hash of the file contents (as wéieir names, so all index files have a certain struc-
as the filename, which is not necessary for dowite:
loading). P2PTOTvv_fff[...]fff _yyyy-mm-dd-r

The basic idea of the new system is a databa&&ss|...]sss.txt.gz
with a single table. Every row contains various vV is the version number of the protocol. This
fields that describe the file, as well as the uniqueéll be "01” for the first version. fff[...]fff
ID of (i.e. the link to) the file in the underlyingis the public key fingerprint of the author of this
P2P network. So far, this is nothing special. Ther@de, with spaces omittedsyyy-mm-dd is the
are many external indexing systems for commatate of the file.r is the revision of the file on this
P2P networks, i.e. moderated websites that collélete. sss...]sss is the public key signature
links to known-good files that can be downloaddgrologue/epilogue and newlines omitted).
off the P2P network. The PGP signature is applied to the concatena-

But in this case, the database is distributed. Ttien of the filename (up to and including the revi-
database is split into many "index” files ("nodes”yion field) and the unique ID of the file (i.e. the
that form a tree together. Every node is typhash of the file).
cally maintained by a different person and con- All index files are ASCII CSV (comma sepa-
tains, among other things, the table description (ireted value) files that have been gzip-compressed.
the column headings of the fields of all rows), @ptionally, index files can be PGP-encrypted using
well as optionally rows that are links to data filethe author’s private key, i.e. they can be decrypted
(as described above) and optionally links to motsing the known public-key. In this case, the file-
index files. name ends with .gpg instead of .gz, and the file

Now this sounds like a moderated link databaslees not get compressed with gzip before encryp-
with many moderators. But this system stores &ilbn.
index files in the P2P network. Some additional The CSV fields are comma-separated, and all
techniques and algorithms are needed so that fields are in quotes. The contents of all fields are
thenticity can be verified, and files can be updated:C style, i.e. quotes are escaped usjrand con-
All links to child nodes include the PGP public kegtructs like\n work as expected. Lines beginning
of the author of the child node. The author’s publiith # are comments.
key fingerprint and the creation time of every in- The first field in every row iSK" (key), "H"
dex file is stored in the name of the index file, angheader),;F" (file) or"L" (link). There is always
the filename and the hash of the file contents aeactly one "K” row in the file. It contains the pub-
signed, and the signature is added to the filenartie key of the author of the node in PGP format as
Some further techniques are applied to ensure the second, and a comment as the third field. If
authenticity of the node, as well as that the authttre file contains any “file” rows, then there is ex-
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actly one header in the file (before any "file” row), To begin with, the client needs the public key
which contains the column headings for the "filedf the author of the root index from an external
rows. The second field (after thHE" ) contains the source. It fetches the root index and all linked files
name of the the P2P system, and there needs tadeursively. Circles must be detected; the client
at least one column with the name "Title”. Therenust stop at that point.
can be any number (including 0) of file rows in the If the client is in "strict” mode, only index files
index file that form a part of the database. Theye accepted, if the signature entry in the link row
have as many fields as the header. The second fisdtains a valid signature of the parent’s finger-
(after the"F" ) of every row is the unique ID of theprint, signed by the child. This verifies that the
file in the P2P network. child’s author agrees with being linked by this
There can be any number (including 0) of Iinhoddﬂ In addition, the public key in the "K” row is
rows. Every row links to a child index file. Theseompared with the public key of the child as stated

rows look like this: in the parent’s link. If not in strict mode, none of
"L","KKK]...]JkKkKkK", these checks will be made.

"ssgl...]sss” If the child index file has an incompatible header
KKK]...]Jkkk is the child user’s public key,row, this is fine. Usually, a database should have

in PGP format. sssJ...]Jsss is the signature identical headers in all nodes, but this makes it pos-

of the (spaces omitted version of the) parent fisible to combine different databases with a very
gerprint, signed by the child (or empty) in PGRifferent structure. If not all index files can be

format (gpg —clearsign; parent fingerprint replacddund, the database is incomplete, but still func-
with %safterwards). Newline characters have bedional. In fact, it is functional right after the first

replaced with\n. “file” row is loaded.

The client always has the complete and current

] index, so searching can be done offline. Every

4 Algorithms query results in a CSV row, which includes the
unique ID of the file in the P2P network. The user

A single index file can be retrieved by searchingan then choose to download files from the search
for P2ZPTOTwv _ fff[...]fff _Yyyy-mm  results.

in the P2P network.fff[...]fff is the fin-

gerprint of the author of the node, aggyy-mm

is the current year and month. The P2P netwotk Tree of Trust

will return all revisions of this file of this month, if

any, and possibly some fake files. The file with tHfeor any database in this system, there needs to be

highest date/revision and the signature intact w@iroot authority that can add any number of trusted

be downloaded. The signature can be easily veypers to its root index file. All these users can, in

fied, as the P2P client also returns the unique ID®N, add any number of trusted users to their in-

the search results. dex files. Every link from a parent to a child in one
If no file is found, then there is probably no vetvay needs a signature from the child to the parent

sion from this month. Using the month before #&f the parent’s fingerprint for the children to be rec-

the date, it must be tried again, until an intact fiegnized in "strict” mode. The contents of a single
is found or a certain date is met. index file need not to be of a certain subtopic of the

All downloaded files are supposed to be shared 1An alternative would be to make the child link back to the

in the network again, so that the index spreaggrent, but this way, the child can accept additional parents
well. without updating its node.



database, the position in the tree is independentita$ not for nodes of high trust levels. New contrib-
the subtopic of the index file. utors are supposed to start at the bottom, and can

As trust cannot be strictly transitive (which ide handed up level by level, by asking tha parent’s
actually a good thing in this case), quality of dataarent. As there are usually many leaf nodes, find-
usually degrades at lower levels of the tree, but thmey a parent should not be hard. The tree should
number of users and the amount of data rises. Tdngomatically remain balaced, because new con-
depth in the tree is equivalent to the trust level amdbutors will typically search for leaf nodes with
can be used as an indicator for the quality of thibe highest trust levels.
data. In practice, this means that searches can op-
tionally stop at a certain depth, or, if duplicate en- L o
tries are found, the client can hide all entries oth6r  Splitting and Linking
than the one with the highest trust level.

Good data can propagate up in the list, as tfénce the root index file is no different than any
parent node can copy rows from children. Eveather index file, the tree can be split anywhere. If
users on other branches in the tree can copy ent§&trees specialize on a certain topic, or a subtree
from other lists with lower trust levels into theitends to contain higher quality data than the com-
index file if the data is of high quality. plete tree (regarding the quality per trust level ra-

A maintainer of an index file can easily updat#o), this procedure makes sense. The trust level
it: After the file contents have been changed, tffer the data just below the new root is higher, but
date and revision in the filename must be updat&@me data might be missing.
and the filename and the unique ID (hash) must beA lower level of a subtree can link to the root of
signed again. The resulting file must be added tize containing tree, so that all files can be reached
the P2P network. through this subtree. The client must detect the

Of course tools for converting existing structuregircle and stop there. This way, the trust levels can
like directories or files into the index file format ag€ resorted.
well as frontends for editing index files and their If different groups have been working on dif-
filenames are badly needed. ferent databases on the same subject, but with the

This tree conforms a social structure. The rosame format (i.e. "H” header rows), these can be
index author starts a database, defines the struceasily linked by creating a new master index that
and the rules of it and appoints children to helfnks to the two former root index files. These will
him/her. Every parent is only responsible for thelso remain independent databases. For the new
children, not for the complete tree below. If a childatabase to be compatible with "strict” mode, the
disappoint a parent, e.g. by posting data of bagw root’s maintainer must get his/her fingerprint
quality, the link can easily be removed. Even thgigned by all children and add the signature to the
an author is disappointed with a level that is not dinks.
rectly below, he/she can ask the child whose sub-Databases with different headers can be linked
tree contains the data to resolve the issue - possijigt as well. All "file” rows contain at least the link
recursively. If this is not possible, the whole sulie the file as well as the field "Title”. Searching
tree can be dropped. for contents of specific fields in a database like this

If a person decides to participate in a databasenitght only return results of one child database, but
is as easy as asking any node whether it acceptssaarches in the "Title” field always takes all child
other child. The comment field in every index filelatabases into account. Alternatively, all index
can contain a message stating whether or not eniiddls of one database can be rewritten to match the
contact with potential children is wanted. Usuallfjormat of the other. All index files of one database
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will have to be updated, but all the "payload” fileand get the old version. This functionality can be
will remain the same, so this requires little newnplemented into the client and either issued auto-
amount of data in the network. matically, or manually by the user.

The whole tree in general can be quite volatile.
Any maintainer of a node can easily delete the
complete tree below by updating his index file

ith an empty file. Even the root index file can

8 changed this way and disable the complete
gatabase. This power is actually intentional, but
& maintainer of the root index file can also break
e complete database unintentionally.

A simple workaround on the client side would

e The maintainer of the parent node of the de&§ to use an older version of the tree. Clients could
node changes the link that pointed to the de&0 use older versions of specific nodes, if the
node and to the new public key and replac@eSt version is obviously broken (parse error, no

the signature with one signed by the (newiiks in the root index file, ...) .

maintainer. But there are also intentional attacks on this sys-

tem. Fingerprint collisions are very unlikely. An
e The (new) maintainer of the formerly deadttacker can publish an index file with the same
node starts with the contents of the old indgyublic key of an important node, but with a broken
file. signature. The client can easily find out whether

e The (new) maintainer gets hisfher namtgls file is valid v_wthout fetching it. Though, it
) . Increases bandwidth for searches and slows down
signed by all children of the dead node and re- ... . : . . . )
verification of flename/unique id pairs. Adding

place the fields in the index file with the newmany fake files to the P2P network that look like

signatures. Public keys as stored in the Imﬁe root of a popular database (but of course have

of the dead node usually contain the emalil a%o valid signature) can be seen as the Denial-of-

érvice attack of this system.
Another attack on the system would be to take
over a database by replacing the root node with a

e The filename of the new node must be fixed fieW one that contains the same data, but is main-
include the new fingerprint and the filenami®ined by a differnet person with a different key-

and the unique ID (hash) must be signed. pair, and publishing a link to this database exter-
nally to attract as many users as possible. This

Another problem can be carelessness of an &lunwanted, as this new user could take over the
thor: Usually, maintainers of index files do notomplete social network the original root author
only extend their files with new content, but alsbuilt. It is okay though to flatten the complete tree
replace links to point to files with the same conteand publish it independently. This way the new
but with higher quality. The problem can arise thatatabase won'’t be updated automatically in paral-
the new files are not distributed well - but the olbtkl with the original one. The idea is similar to con-
files are. ventions in Open Source development: It is okay to

In this case, the client can always go back iisteal” code (copy links from one database to an-
time and check for the same data in older versioather), it is okay to fork a project (flatten the tree
of the index tree (which can be easily retrieve@nd create a new database), but it is not okay to

7 Potential Problems

In practice, it will happen that the maintainer of
node stops updating his/her node or that the priv
key for a node is lost ("dead node”). This is n
problem, because the node can be replaced bﬁh
new one: h

dresses of the owners, so it should be possi
to reach all children, or else the child is dea
as well.
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take over the project lead (take over the root node).If the P2P network is used locally, on a big num-
The system already addresses this potential prbler of machines, this system can be used as a dis-
lem: All children must sign the fingerprint of theributed, fault tolerant filesystem with built-in his-
parent, and the parent must include this signatuogy functionality. Performance can be increased
in the link to the child. A new root would havesimply by adding more machines, the fauilure of
to get all signatures of the old root's children, amachines is not critical, changes to the complete
described above. filesystem can be atomic (by releasing a new ver-
sion of the root index), old versions of the complete
database can still be retrieved, and updates are au-

8 More Effects thorized via public key cryptography.

A positive effect of this system is that if it spreads

and is used by many people, even the underlyild) Conclusion

network gets better, that is, even for users that don’t

use this system. The suggested system is supposed to solve com-
All users of this system spread only files thanon problems of peer-to-peer networks and im-

are linked by the database. If the percentage mbve their overall data quality by using a dis-

this people among the users of the underlying P2fbuted index stored in the P2P network that is

network is significant, then important and verifiethaintained by different people. As it builds on top

files will be better distributed, and fakes and br@f an existing P2P network, and the protocols and

ken files will be a lot worse distributed. This makef#e formats are relatively easy, this solution should

the quality of the complete system better, and albe relatively easy to implement, and the resulting

improves the performance of the P2P network, application is supposed to be relatively small.

less bandwidth is wasted with fakes and brokenWe are working on a proof-of-concept imple-

files. mentation of this system, built on top of the

eDonkey/eMule network in the Perl program-

ming language. This project can be found at:
9 Further thoughts http://tot.sourceforge.net/

The features of a filesystem tree can be seen as a
subset of those of a database table. A table can be
sorted by any column, while a file system is static.
A table with a fixed order of columns is equivalent
with a filesystem tree.

This way, a database in this system can repre-
sent any filesystem tree. The "Title” field would
contain the filename, and the other fields would
contain the directory names of the first level, the
second level and so on. This way, the system can
be used for maintaining a website that lives in the
P2P network. A special proxy would have to con-
vert this system into HTTP. A website like this has
no problems with heavy load, cannot be DOS at-
tacked, and includes a sophisticated system of edit
permissions.



